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Impersonation Fraud Claims Scenarios

Impersonation Fraud is a scheme that involves an imposter requesting a fraudulently payment.

A perpetrator usually pretends to have authority to request a payment to another party (e.g.,

directors, executives and even vendors). The scam may begin as a phone call, email, fax, text

or other form of communication. The request is usually for a wire transfer in order to secure

immediate transfer of funds.

The potential scope of Impersonation Fraud is shown by these scenarios based on actual

claims. Note that we have changed details to ensure confidentiality and that the examples

are illustrative only and not to be relied on to justify coverage in any particular situation.

Talk to your local underwriter and insurance broker to learn how to best protect your

company from this potential scam.

False Acquisition

An individual impersonating an executive of ABC Corp. contacts one of its employees who has
authority to process wire transfer requests. The imposter advises the employee that ABC Corp. is

in the process of acquiring another company and that the employee was selected to assist in the
acquisition due to his discretion. The imposter advises that certain wire transfers will need to be made
to effectuate the transaction and instructs the employee to contact an individual who is the supposed
attorney representing ABC Corp. to get the wire instructions and details. The employee is also
instructed to keep the transaction and all dealings with the false executive and attorney confidential
and not discuss it with any other employees.

Over the span of several weeks, the employee receives several instructions/requests from the false
attorney for wire transfers to banks in China totaling $3 million. The employee processes the wire
transfer requests through ABC Corp’s bank, believing all to be legitimate.

The scheme is uncovered when the employee tries to discuss the acquisition with the true executive
who is obviously unaware of any such acquisition. ABC Corp. contacts its bank in attempt to stop or
reverse the wire transactions, however the funds have already been withdrawn and the wires cannot
be reversed.



Impersonation Fraud Claims Scenarios

False Expenses

I. 1 An individual impersonating an executive of ABC Corp. emails an employee of ABC Corp. on various
occasions directing him to process several wire transfers totaling $175,000 to an overseas bank and
to charge it to Administration Expenses.

The false executive promises to provide back-up documentation of the expenses at a later date. The
email used by the imposter is virtually identical to the executive's true email address, such that the
employee does not notice the difference.
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'S The employee processes the wire transfer request and only uncovers the scam when he contacts the
true executive inquiring about the back-up documentation that was never received.
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Payment Diversion

Someone hacks into the computer system of Widget Co. and gains access to the email account of one
of its employees, Joe Smith. Utilizing Joe Smith’s emails, the hacker sends an email to Widget Co.’s
customer, ABC Corp., advising that the payment instructions for invoices has changed and that all
future payments on outstanding invoices should be wired transferred to a different bank in France.

As a result, ABC Corp. processes payments on invoices totaling $87,000, by sending wire transfers
for that amount to the new bank.

ABC Corp. uncovers the scheme, when an actual employee from Widget Co. inquires about the non-
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payment of the same invoices.

Contact Mercer today to learn how to best protect your company from this potential scam:

Mercer Consumer, a service of Mercer Health & Benefits Administration LLC
In CA d/b/a Mercer Health & Benefits Insurance Services LLC

Website Phone

www.brokerdealercoverage.com/fidelity 1-800-978-6273, Monday - Friday, 8am — 4:30pm (CT)
AR Insurance License #100102691 OK Insurance License #100100336

CA Insurance License #0G39709 TX Insurance License #1850385

MN Insurance License #40291395
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American International Group, Inc. (AIG) is a leading global insurance organization. Founded in 1919, today AIG member companies provide a wide range of property casualty insurance, life
insurance, refirement products, and other financial services to customers in more than 80 countries and jurisdictions. These diverse offerings include products and services that help businesses and
individuals profect their assets, manage risks and provide for retirement security. AIG common stock is listed on the New York Stock Exchange and the Tokyo Stock Exchange.

Additional information about AIG can be found at www.aig.com and www.aig.com/strategyupdate | YouTube: www.youtube.com/aig | Twitter: @AIGinsurance | LinkedIn: www.linkedin.com/
company,/aig. These references with additional information about AIG have been provided as a convenience, and the information contained on such websites is not incorporated by reference into
this press release.

AIG is the marketing name for the worldwide property-casualty, life and retirement, and general insurance operations of American International Group, Inc. For additional information, please visit our
website atwww.aig.com. All products and services are written or provided by subsidiaries or affiliates of American International Group, Inc. Products or services may not be available in all countries,

and coverage is subject to actual policy language. Non-insurance products and services may be provided by independent third parties. Certain property-casualty coverages may be provided by a
surplus lines insurer. Surplus lines insurers do not generally participate in state guaranty funds, and insureds are therefore not protected by such funds.
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